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ABBREVIATIONS/ACRONYMS

AFU

Asset Forfeiture Unit

NPA

National Prosecuting Authority

AML/CFT

Anti-money laundering and
countering the financing
of terrorism

NPO

Non-profit organisation

BASA

The Banking Association
South Africa

PA

Prudential Authority

CTR

Cash threshold report

SABRIC

South African Banking Risk
Information Centre

DPCI

Directorate for Priority
Crime Investigation

SAMLIT

South African Anti-Money
Laundering Integrated Task Force

DFFE

Department of Forestry, Fisheries
and the Environment

SAPS

South African Police Service

ESAAMLG

Eastern and Southern Africa
Anti-Money Laundering Group

SARB

South African Reserve Bank

EWG

Expert working group

SARS

South African Revenue Service

FAST

Finance against Slavery and
Trafficking

SIU

Special Investigating Unit

FIC

Financial Intelligence Centre

STATE
CAPTURE

Judicial Commission of Inquiry
into Allegations of State Capture

FIC ACT

Financial Intelligence Centre Act,
2001 (Act 38 of 2001)

STR

Suspicious and unusual
transaction report

FINSURV

Financial Surveillance Department

TOG

Tactical operations group

IWT

Illegal wildlife trade

UFW

United for Wildlife

MSHT

Modern slavery and human
trafficking
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STANDARD BANK OF SOUTH AFRICA LIMITED

DISCOVERY LIMITED

STANDARD CHARTERED BANK

FINBOND MUTUAL BANK
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FOREWORD

MAKING INROADS IN THE FIGHT AGAINST FINANCIAL CRIME
and focused attention on the resolution of identified
financial crimes. The tactical operations groups
are able to bring about a targeted approach that
allows several banks to focus on single big matters
and share information on the flow of funds. This
assists the FIC in receiving better quality and more
comprehensive reports from the banks, which in turn
leads to the production of complete, comprehensive
and actionable intelligence for uptake of law
enforcement agencies.

The work and impact of the South African Anti-Money
Laundering Integrated Task Force (SAMLIT) has grown
exponentially over the 15 months covered in this
report, from January 2021 to March 2022.
After setting a solid administrative and operational
foundation from early 2020, we are already beginning
to show inspiring results. Through our domestic and
international banking sector members we are able
to access unprecedented and near real-time insights
on the transactional behaviour of criminals, greatly
increasing our knowledge and understanding.

The learnings from the collaborative work between
the SAMLIT members, the FIC and the Fusion
Centre are significant for all involved. It is leading
to increased understanding on various levels. The
transaction environment for criminal activity is better
understood. There is increasing refinement in the
responsiveness among the banks as reporters and this
is in turn enhancing the depth of intelligence reports
being produced for law enforcement who benefit
from the FIC’s analysis of the reports submitted by the
banks. Through this virtuous circle, SAMLIT is making
tangible inroads in the fight against financial crime.
Our review report reflects the results of some of these
learnings and collaboration.

To further strengthen our effectiveness, SAMLIT has
brought directly on board law enforcement partners,
enabling prompt engagement between the banking
sector, regulators, and law enforcement. Involving
law enforcement agencies in the partnership is aimed
at understanding their priorities, implementing
recommendations of SAMLIT’s expert working
groups, and prioritising cases emanating from the
tactical operations groups.
The banking sector continues to be the Financial
Intelligence Centre’s (FIC’s) biggest source of
regulatory reports. In the FIC’s last financial year,
from 1 April 2021 to 31 March 2022, the 35 banks
registered with the FIC filed close to 84 percent
of all the regulatory reports we received. This was
made up of more than 3.9 million cash threshold
reports and close to 380 000 suspicious and unusual
transaction reports.

Removing the prospect of profitability from crime
is pivotal to stemming crime. For this reason, it
is significant that over the last two years, from
the beginning of 2020 up to end March 2022,
and through SAMLIT’s involvement, successful
interventions led to the preservation and directives
issued to the amount of R86 million in criminal assets.

These and other regulatory reports, and the wealth of
information they contain, are the building blocks for
the analysis and research the FIC conducts to produce
financial intelligence. In turn, this financial intelligence
is used by law enforcement and other competent
authorities for their investigations, prosecutions,
applications for forfeiture and restraint of criminal
assets. In this way the banks, and even more so the
partnership, are helping to identify, disrupt and stem
financial crime.

While we focused on increasing knowledge and
interest regarding SAMLIT domestically these past
15 months, there was also growing interest from
the continent and beyond. Individual members and
partners showed their commitment and flew high the
flag of SAMLIT and spread the word on the benefits
of this public-private partnership. Interest from a
broader church within and beyond the country is
extremely important as crime, especially financial
crime, respects no geographic or physical
boundaries or borders.

In effecting delivery, the work of SAMLIT’s expert
working groups and tactical operations groups
is crucial. Through their research, various expert
working groups look for linkages and pointers to
specific crimes, giving added impetus to the wealth
of analysis produced by the FIC. Once these are
found, cases are logged via the tactical operations
groups and brought into the work of the FIC and law
enforcement. In this way there is speedier, direct,
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To embark upon and continue along this road to help
bring an end to financial crime requires extraordinary
dedication and time. We acknowledge your unstinting
willingness and support. Our goal is to support and
maintain a robust financial system, which spells a
brighter future and one in which we can all prosper
and grow.
I want to thank every individual member of SAMLIT
and the executives and colleagues who support
them in their efforts, as well as our law enforcement
partners. SAMLIT is also supported by committed
partners such as United for Wildlife, Refinitiv and
Finance Against Slavery and Trafficking, who have
played a critical role in making our projects a success.
I thank you all for joining us on this journey and look
forward to us making further inroads in the fight
against financial crime.

SAMLIT Steering
Committee Chairperson
Adv Xolisile Khanyile
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CHARTING THE WAY

SAMLIT was created largely to improve harmonisation and coordination between the private sector,
regulatory authorities and law enforcement with the view to enhancing effectiveness in tackling
complex and priority money laundering threats and crimes that potentially undermine South Africa’s
financial system.
SAMLIT structures and functions
Three operating structures are core to the functioning
of SAMLIT. These are the steering committee, expert
working groups (EWGs) and tactical operations
groups (TOGs), which focus more directly on specific
crime types and assist in the pursuit of crime.

Integrating these role players along this singular goal
and on the basis of, most importantly, mutual trust,
has been the key to unlocking the resources and
determination to fight financial crime.
Through the public-private partnership,
SAMLIT members share transaction-related
information and other data timeously in pursuit of
investigations, intelligence gathering, forfeiture and
prosecutorial successes.

Chaired by the director of the FIC, the steering
committee provides strategic direction and oversees
the implementation of SAMLIT’s strategic objectives,
operational priorities, and all related functions and
activities. Membership of the steering committee,
which meets quarterly, includes the Prudential
Authority and 10 elected member banks.

Central to the partnership, and since it began its work
in early 2020, SAMLIT has cultivated valuable trust
relationships between the banks, the FIC, the South
African Reserve Bank’s (SARB) Prudential Authority
and the industry representatives. This has led to more
nimble and innovative responses to priority crimes.
The partnership has seen an improvement in the
quality of regulatory reporting to the FIC on potential
financial crimes and, at the same time enhanced the
levels of expertise and knowledge among partners.

Case studies featured in this report are indicative
of some of the work undertaken between SAMLIT,
its TOGs and EWGs and the Fusion Centre. In
this collaboration space, there were successful
interventions which led to the preservation and
directives to the amount of R86 million in criminal
assets over the two years of SAMLIT’s existence.
This tangible achievement supports the further
embedding of the public-private partnership
approach to tackling financial crime.

Mutual trust and cooperation are codified through
the SAMLIT charter which constitutes the partnership
and governs its structures, operations and activities.
All processes in SAMLIT operate within the bounds
of the charter and the legal framework which allows
information to flow between the FIC, the banks,
and other partners as provided for in the Financial
Intelligence Centre Act.

Expert working groups
SAMLIT’s member banks identify new and emerging
financial crime trends or threats, related in particular
to money laundering and terrorist financing and/
or national priorities. Member banks propose the
establishment of expert working groups (EWGs) to
the steering committee.

SAMLIT members are required to actively share
and exchange intelligence – in accordance with
the applicable legal frameworks – which may be
crucial to ongoing or new investigations. Building
and maintaining trusted relationships are the
bedrock of the partnership where members are
bound by the confidentiality requirements in respect
of all information obtained or shared through
SAMLIT initiatives.
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from members. This step is important as the banks
must identify whether suggested areas of research are
pertinent and of value in their line of work. For the
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Tactical operations groups
Tactical information sharing in SAMLIT is facilitated
via the tactical operations groups (TOGs) which draw
together partners on a case-by-case basis. The TOGs
allow members to quickly identify and share detail
with the FIC which can be analysed and passed on to
law enforcement and prosecutorial authority partners
in the Fusion Centre.

public sector partners, suggested research areas need
to speak to government priorities.
Once approved, the EWG is overseen by the
proposer bank(s). The EWG can co-opt any other
party outside SAMLIT that has the necessary expertise
such as law enforcement and other competent
authorities or independent researchers. While each
EWG is led by one bank, other member banks form
part of the research effort, enriching the inputs and
data sources. Supporting the research and outputs,
the FIC provides data mining services to the EWGs.
This entails the FIC delving into its analysis database
of regulatory reports and collating information to
identify linkages or additional data which can assist
or add value to the research. Through data mining,
the EWGs are assisted in developing subject and/
or South Africa-specific typologies and indicators
that banks can look for as possible suspect or
criminal behaviour.

TOGs address specific financial crime investigations
as identified by the EWGs and serve as a
flexible mechanism for the timeous exchange of
information on specific targets of interest among the
SAMLIT membership.
TOGs are initiated by the FIC or at the request of
any SAMLIT member. The TOGs are mandated
by the FIC, in relation to specific financial crime
investigations and the nature and ambit of the mutual
cooperation, collaboration, assistance and exchange
of information that is required from each participating
member.

During the period covered in this report, SAMLIT
approved the formation of EWGs on illegal wildlife
trade in South Africa, the threat of terrorism,
corruption, and modern slavery and human
trafficking. The EWGs are discussed in detail in
this report.

A comprehensive set of criteria has been developed
to guide the selection and approval of the TOGs.
At its core, matters selected to be addressed in
the TOGs must be complex crimes that generate
proceeds of crime and include elements of
money laundering.

Each EWG gathers information and conducts
research on their chosen topic to identify and assess
international and local trends and threats relating to
the specific crime type.

SAMLIT has adopted the successful standard
operating methodology applied by the FIC to
truncate the evidentiary chain leading to applications
for forfeiture of unlawful proceeds, in matters
involving banks. The FIC uses STR data and other
information to prepare intelligence reports which
are used by law enforcement and other competent
authorities in their evidence gathering. This
information assists in attaining warrants and affidavits
in support of criminal investigations, and applications
for forfeiture of assets.

Typologies and solutions are developed from the
EWG’s research which are then shared with the
public and private sector partners, including law
enforcement, to enhance understanding and improve
the effectiveness of dealing with such threats. In
addition, the research papers produced by the EWGs
can be used to update and enhance both national
and sectoral risk assessments.
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proliferation of weapons of mass destruction. The
FIC does this by conducting analysis and generating
financial intelligence reports based on referrals,
and data and information that is raised within the
Fusion Centre.

Cases that have been dealt with in the TOGs
have included serious wildlife crime, illicit
financial flows, unlawful financial schemes, and
corruption-related offences.
These crimes often lead to complex investigations
and involve multiple law enforcement agencies
and financial institutions. All these alleged crimes
have generated proceeds and include potential
money laundering activities. Thus, the use of
financial intelligence and the collaboration between
the SAMLIT partners are critical to aid in ongoing
investigations in these serious matters.

Much of the focus of the TOGs integrates into
the work and delivery of the Fusion Centre. Over
the last two years, for example, through SAMLIT’s
involvement, successful interventions led to the
preservation and directives issued to the amount of
R86 million in criminal assets.
The collaboration between TOGs and the Fusion
Centre is leading to further positive outcomes. This
collaboration is enabling several member banks to
focus their attention on individual priority matters,
which leads to improvements in the depth and
quality of financial intelligence being provided to
law enforcement for their use in investigations and
applications for asset forfeiture.

Feeding into the Fusion Centre public-public
collaboration
The effectiveness and impact of SAMLIT is realised
through the delivery of another partnership, the
public-public collaboration of the Fusion Centre.
The multi-disciplinary initiative, led and hosted
by the FIC, brings together the South African law
enforcement and the intelligence community and
other competent authorities. All role players in the
central operational hub of the Fusion Centre work
within their own mandate and bring to the table their
expertise and experience.
The work of the Fusion Centre plays a significant
role in fulfilling the FIC’s mandate of identifying the
proceeds of crime, and assisting in combating money
laundering, financing of terrorism and financing the
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SPREADING THE WORD ABOUT PUBLIC-PRIVATE PARTNERSHIPS

Based on achievements so far, SAMLIT members
are strong role models for the financial intelligence
sharing partnership.

For the fledgeling initiative that it is, SAMLIT has high
visibility and delivery expectations are high.
SAMLIT also participated in a UfW conference, in
Kasane, Botswana in March 2022, on combating
the illegal wildlife trade in southern Africa. Drawing
representatives from Angola, Botswana, Mauritius,
Mozambique, Namibia, Zambia, Zimbabwe, and
South Africa, the conference laid the groundwork
for the expansion of the Southern African Regional
Chapter of UfW. The conference served as a platform
for SAMLIT members and partners to share the
experience and successes of the public-private
partnership.

The experience of instituting, launching, and
steering the activities of SAMLIT is a roadmap for
other countries exploring similar public-private
partnerships. SAMLIT members have been using the
opportunities offered by digital technology to actively
spread the word about the successes of the
public-private partnership achieved over a relatively
short period. Digital technology such as virtual
conferencing has made it easier to reach a broader
audience whether in South Africa, on the continent or
across the globe.

“Effective financial information sharing partnerships
are those where the partnership complements the
existing suspicious and unusual transaction reporting
regime, not supplementing it, but enhancing it,”
Adv Khanyile said during a seminar hosted by the
Peruvian financial intelligence unit.

“These partnerships should bring
more to the table than what
we have done in the past and
demonstrate to law enforcement
agencies they are better served
by these initiatives.”

Adv Khanyile emphasised that the improved feedback
mechanism brought about by the partnership helped
member banks experience first-hand the value of
their contribution in real-time.

Adv Khanyile,
Chair of the SAMLIT Steering Committee

“Through their active involvement,
they have a panoramic view of
the outcomes resulting from the
financial intelligence generated
through the partnership.”

Over the 15 months, the FIC’s director and SAMLIT
chair, Advocate Xolisile Khanyile, participated in
numerous sessions with audiences at home and
abroad. These informative sessions have been
opportunities to provide insights on how the task
force has bolstered the country’s ability to detect,
prevent and respond to financial crime.

Adv Khanyile,
Chair of the SAMLIT Steering Committee

To provide a rounded sense of the work and delivery
of the task force, Adv Khanyile and SAMLIT members
who shared the podium used speaking opportunities
to provide a high-level overview of SAMLIT’s
operations, share success stories and insights
gained. Where appropriate, guidance was offered
on suggested steps to launch similar initiatives.
Enhanced coordination between neighbouring
countries could ultimately improve the quality of
information and intelligence that is shared through
cross-border collaboration.

Among the international speaking engagements
for the Director and other SAMLIT members, were
seminars, webinars and/or panel discussions hosted
by United for Wildlife (UfW), the Association of
Certified Anti-Money Laundering Specialists, the
Directorate of International Law Federal Department
of Foreign Affairs (Berne, Switzerland), the Royal
Foundation, the Attorney General Alliance, the World
Bank, and many more.
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BUILDING KNOWLEDGE AND CAPACITY

These online webinar engagements are proving to be
focal points for enhancing knowledge and capacity
for SAMLIT’s members and its broader stakeholder
groupings. Through shared experiences of those
directly involved in the transactional space, SAMLIT as
a whole, and other attendees gain valuable insights.

As an increasingly significant communication and
training device, during the last 15 months SAMLIT
began to host webinars for members and invited
stakeholders and role players.
The webinars are directed at extending the ability of
SAMLIT to grow its positive societal impact and at the
same time improve awareness among members and
build on enhancing collaboration and coordination
in the fight against financial crime, money laundering
and terrorist financing.

Overall, the webinars and members’ involvement
has heightened awareness and knowledge,
demonstrating how collaboration and co-creation
among talented, committed individuals can help
make a difference. Most team members have never
met face-to-face due to COVID-19 restrictions,
instead collaborating from different locations via
virtual platforms delivering an impressive, impactful
series of initiatives.

Held quarterly, the webinars have become a
permanent fixture on SAMLIT’s calendar. Chosen
themes allow experts, internal and external to
SAMLIT, to share their learnings and knowledge on
areas of work related to EWG research topics, on
money laundering, terrorist financing and new crime
trends. Law enforcement and other stakeholders are
also invited to the webinars.
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REGULATORY REPORTING AND THE BANKS

Regulatory reporting by financial and non-financial
entities is central to South Africa’s regime for antimoney laundering and countering the financing
of terrorism. The FIC can tap into the information
and data provided in regulatory reports to conduct
research and analysis to help identify criminal
proceeds, the movement of licit and illicit funds.

The banking sector is by far the largest of the FIC’s
reporting community, having filed close to 84 percent
of all the regulatory reports received between 1 April
2021 and 31 March 2022.
The FIC needs these detail-laden regulatory reports
to develop quality, in-depth and relevant reports for
law enforcement and other competent authorities to
take up easily and swiftly to use in their investigations,
applications for asset forfeiture and, ultimately, to
fight crime.

Suspicious
and unusual
transaction
reports (STRs)

Cash threshold
reports (CTRs)

STRs submitted by banks

379 363
Total STRs received by
the FIC 2021/22

CTRs submitted by banks

533 277

3 911 135
Total CTRs received by
the FIC 2021/22

4 589 703

“Effective financial information
sharing partnerships are
those where the partnership
complements the existing
suspicious and unusual
transaction reporting regime,
not supplementing it, but
enhancing it.”
Adv Khanyile,
Chair of the SAMLIT
Steering Committee
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CASE
STUDY

ILLICIT FINANCIAL FLOWS:
Disrupting the flow of funds
During August 2021, a financial institution identified through their analytical process that clients’
accounts in three regions in South Africa were being used to facilitate illicit financial flows to a foreign
jurisdiction.
Through a TOG, financial intelligence was obtained and supplied to the Financial Surveillance
department (FinSurv) of the SARB due to suspected contraventions of the exchange control
regulations. FinSurv issued directives to block funds held in 11 accounts linked to a scheme
amounting to R5.27 million. The swift action by the TOG resulted in the disruption of the three illicit
financial flow groups.

BUILDING KNOWLEDGE AND UNDERSTANDING THROUGH EXPERT WORKING GROUPS

Through the formation of EWGs, SAMLIT has enabled
its members to make smarter use of transactional and
other information the banks submit to the FIC.

behaviour and the methods, practices and various
instruments these criminals use.
This is of immense value to SAMLIT’s banking sector
peers for heightening awareness on the crime types
and providing pointers on what to look out for in
terms of client transactional behaviour, as well as
how products and services offered by the banks can
be misused. Case studies featured in this report are
indicative of some of the work undertaken in SAMLIT.

Through EWGs, SAMLIT members are better
equipped to play a more active role in tackling
crime in the financial sector, particularly complex
and priority crimes related to money laundering
and terrorist financing. This has been the rationale
behind the formation of EWGs which provides a
safe and secure platform for gathering, sharing, and
exchanging information on specific topics. This is
particularly relevant as, even though one bank will
lead an EWG, other member banks can also join
the EWG. This provides a rich source of data and
information exchange which assists in ensuring the
report produced at the final stage has added buy in
and veracity.

Since its inception, SAMLIT approved the formation
of four EWGs: illegal wildlife trade in South Africa,
terrorist financing, corruption, and modern slavery
and human trafficking.
The EWGs are at different stages of completion, with
one of the EWGs having already published and made
available externally an authoritative report on its
focus area.

By focusing on the financial flows associated with
the crime types within scope, research by the EWGs
is able to home in on identifying criminal financial
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CASE
STUDY

ILLEGAL WILDLIFE TRADING:
Rhino poaching kingpin under investigation
SARS enlisted the FIC’s help to obtain financial intelligence regarding the assets and financial
transactions of an alleged rhino poaching kingpin who was also under criminal investigation by
the DPCI.
It was suspected that the subject was using a related party’s bank account to launder money and
facilitate all payments for the subject.
Because of the seriousness of the investigations, the FIC initiated a SAMLIT TOG involving several
financial institutions to enhance collaboration and the sharing of the relevant financial intelligence.
Through the TOG and analysis of regulatory reports, the FIC was able to identify the account number
of the related party and show several connected transactions in various provinces.
The case is still under investigation.
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EWG on the Threat of Terrorism

PURPOSE
The objectives of the EWG were to
assess and understand:
•	Physical security risk to banking staff
and stakeholders in the affected areas.
•	Direct and indirect terrorist financing
flows using banking platforms and
channels.
•	Potential flows to and from high-risk
jurisdictions and individuals.
• Potential bribery risks.
•	Potential poaching, drug, and human
trafficking risk.

The EWG was formed to augment understanding on the
impact of terrorist financing and how this can manifest in the
financial system.
The aim of the EWG was to strengthen and improve the frame
of control of financial institutions to prevent them being used
for terrorist financing. This was in identifying, monitoring and
reporting transaction behaviours to help prevent terrorist
organisations using their platforms for the flow of funds.
The FIC provided training on combating of terrorist financing, and
offered in-house training to frontline staff, risk and compliance
communities as well as the audit teams of the financial institutions.

• High-risk individuals in the country.
•	Nature and purpose of the insurgency,
and any potential links to ISIS, Boko
Haram, or any terrorist group.
•	Private security companies being used
by large entities and associated risks.

MEMBERS AND
PARTNERS
Chaired by FirstRand, supported by 11
financial institutions, the FIC and SABRIC.

OUTCOMES
•	Remedial action will improve the
financial institutions’ risk controls
to reduce the residual risk of the
threat. At an aggregated level, this
should effectively reduce the threat
of terrorist financing especially for
financial flows from South Africa.
• Research report.
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EWG on Modern Slavery and Human Trafficking

PURPOSE
The EWG was formed with three
primary objectives:
•	To understand the financial flows
relating to human trafficking, including
country, source and destination and
the demographics of the various role
players.
•	Develop red flags to assist the financial
sector to strengthen their human
trafficking detection capabilities.
•	Build partnerships with key
stakeholders who would be able to
provide meaningful information on
known targets and red flags to the FIC
and law enforcement agencies.

MEMBERS AND
PARTNERS

The EWG was established to improve understanding on
the financial flows relating to modern slavery and human
trafficking (MSHT) in South Africa, and to determine the
extent and nature of the crime.
The EWG was supported by subject matter experts from the
public and private sectors and law enforcement. In the reporting
period for 2021, the Directorate for Priority Crime Investigation
(DPCI) worked closely with the National Prosecuting Authority
(NPA) to compile evidence and build cases.
The EWG formed three workstreams consisting of
(i) research,
(ii) exploring the creation of survivor bank accounts, and
(iii) MSHT-specific training to the financial sector on financial
red flags and methods of laundering proceeds.
The MSHT data will help identify characteristics of actors, sources
of funds, financial flows, and payment methods. Through this,
profiles and financial behaviour and patterns will be developed
which can be used by the banks to reconfigure their monitoring
and surveillance systems to pick up on MSHT-related transactions
and activities.

Chaired by Standard Chartered with the
support of the FIC, 12 member banks
and Refinitiv, a social marketing and
technology solutions company.

OUTCOMES
•	Develop South Africa-specific
typologies and indicators.
•	Pilot the roll out of bank accounts
aimed at survivors that will assist them
in attaining financial independence
and equip them with the necessary
financial literacy skills.
• Publish a report during 2022.
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EWG on Corruption

PURPOSE
The objectives of the EWG were:
•	To increase knowledge among
financial institutions and prosecuting
authorities about the financial flows
and indicators of corruption.
•	To build networks for information
sharing between financial institutions,
law enforcement and competent
agencies dealing with corruption.
•	To assist financial institutions in
building typologies and indicators
regarding financial flows that may be
associated with corruption.
•	To identify trends and flows
relevant to corruption and
support criminal prosecutions.

MEMBERS AND
PARTNERS
Chaired by ABSA, supported by multiple
banks, the FIC and the SARB will be
working across three work streams, while
SABRIC will be involved in developing
a research paper on corruption in South
Africa.

OUTCOMES
•	Improve financial institutions’ ability
to identify red flags and indicators
on corruption.
•	Support government agencies in
improving the governance and
ethics culture.

Corruption removes public funds from the fiscus intended
for infrastructure and social development, thus impacting on
all citizens but especially the indigent. This loss of funds and
revenue weakens formal institutions, hampers economic growth
and planning prospects, and erodes trust in jurisdictions and
discourages foreign investment. Some of these impacts upon
South Africa were exposed in the Judicial Commission of Inquiry
into Allegations of State Capture.
The EWG was launched at the beginning of 2022 to bolster
the country’s ability to fight corruption in high-risk areas such
as procurement, tender processes, and politically exposed
persons.
“From a banking perspective we often investigate matters relating
to corruption, so while we identify a certain number of cases that
are linked to corruption, allowing us to understand the staggering
volume or value actually lost to corruption, this is just the tip of
the iceberg,” said EWG chairperson, Anil Gopaul, Head: Financial
Crime Intelligence and Surveillance at ABSA.
“As banks the financial flows move through us, the proceeds of
that corruption move through the banks. We have access to data
that no other entity or stakeholder has. We need to be able to
play our role and use the assets that we have available in terms
of detecting and prosecuting, supporting law enforcement and
various government agencies to get perpetrators behind bars so
that more of taxpayers’ money can be used for the development
of this country.”
The EWG intends analysing reports of the State Capture
Commission. In addition, the EWG will follow the approach of
reviewing government tender and procurement processes, as well
as corruption involving politically exposed persons and prominent
influential persons in municipalities.
It will use the FIC’s data mining contribution to improve financial
institutions’ ability to identify red flags and indicators and better
understand government tender and procurement processes.
*The EWG on the illegal wildlife trade is dealt with in detail in the
next section.
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CASE
STUDY

UNEMPLOYMENT INSURANCE FUND FRAUD
The Fusion Centre and the FIC, with the help of SAMLIT members, assisted the AFU in a Department
of Labour matter related to fraudulent claims of the Unemployment Insurance Fund’s COVID-19
Temporary Employee Relief Scheme funds. Funds amounting to R220 million were processed and
paid to 65 different accounts of recipients in the Eastern Cape.
The funds were then immediately dispersed to various other accounts. The FIC, with the support
of SAMLIT members, conducted financial flow analyses which identified the rapid transfer and
withdrawal of funds.
The FIC issued 21 section 34 interventions on which preservation orders were obtained to the value
of R26 522 265.07.
The FIC is providing continued support to law enforcement on the criminal and financial investigation
in this matter.

CASE
STUDY

POLITICALLY EXPOSED PERSON BENEFITING FROM GOVERNMENT CONTRACTS
At the outset there were media reports about a politically exposed person benefiting from
government tenders related to COVID-19 relief efforts. The matter related to an alleged irregular
communication contract which was revealed in the media.
Based on regulatory reports and comprehensive analytical products received from SAMLIT members,
the FIC assisted the Special Investigating Unit (SIU) as part of its operational work in the Fusion
Centre. The total payments over a nine-month period from the government department to the service
provider, linked to a prominent influential person, amounted to R150 million.
With the assistance of SAMLIT members the FIC conducted a financial flow analysis which identified
163 beneficiary bank accounts and payments to three credit cards from the service provider. Through
this complex analysis process the FIC issued section 34 directives to financial institutions securing
R22 million.
Using some of the financial flow analysis, the FIC deposed an affidavit in support of an SIU Special
Tribunal order which identified 12 respondents and preserved R22 million. The SIU instituted review
proceedings with the aim of recovering the full R150 million.
The matter is being dealt with in the Fusion Centre and the criminal investigation is ongoing.
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GROUND-BREAKING WORK IN DISRUPTING ILLEGAL WILDLIFE TRADE NETWORKS

Until recently, major gaps have existed in
understanding the financial flows behind wildlife
crime and how the proceeds from illegal wildlife
trade (IWT) in South Africa are moved, which actors
are involved, how trafficking in wildlife is financed
and what routes and methods these money
movements follow.

Formed in June 2020, SAMLIT’s first EWG has gone
a long way to enhance understanding of financial
flows associated with wildlife crimes, and improving
the collaboration between law enforcement, financial
institutions, government agencies, and other
affected organisations.
The IWT EWG set the tone for the public-private
partnership’s operations. At the end of their research,
the EWG published report entitled Financial Flows
Associated with Illegal Wildlife Trafficking in South
Africa, that has shown tangible results in disrupting
IWT networks. In addition, TOGs were formed flowing
from the insights gleaned from the report and the
work of the EWG.

Money laundering investigations related to wildlife
trafficking and illicit financial flows have tended to
focus on the predicate offences such as poaching,
possession, or trafficking of wildlife products.
Due to this limited focus authorities have been
less effective in identifying and disrupting illegal
networks or prosecuting higher-level offenders who
operate in criminal organisations involved in IWT.
To expedite the fight against IWT requires a deeper
understanding of the money flows associated with
IWT, so that financial institutions are better equipped
to identify and report any related suspicious and
unusual transactions to the FIC.
Understanding the financial flows associated with
IWT in South Africa can potentially expose wider
networks, aid in identifying and prosecuting syndicate
leaders, and lead to longer prison sentences for those
convicted of IWT crimes.

21

contents

previous

The objectives of the IWT EWG:

Increase knowledge
among financial
institutions, law
enforcement
and prosecuting
authorities about the
financial flows linked
with common IWT
supply chains

Assist financial
institutions in
identifying red flags
regarding financial
flows that may be
associated with IWT

Encourage effective
coordination
between financial
institutions and
law enforcement
in identifying and
disrupting financial
flows from IWT

The EWG’s report was compiled using outcomes
of stakeholder interviews, survey results from
South African banks and money remitters, using
the FIC’s data mining services and reviewing
investigated cases.

A crucial part of the report was to understand the
transactional behaviours of criminals in the IWT value
chain, which would allow the banks to better calibrate
their transaction monitoring capabilities.
As part of the data mining contribution, the FIC
reviewed regulatory reports previously filed by
accountable and reporting institutions to uncover
the characteristics of actors, sources of funds,
financial flows and payment methods associated with
wildlife crime. The contents of the reports were then
reviewed to identify common trends or role players
connected to the cases and create relevant profiles
from that information. Through this work, profiles
of the role players (e.g. occupations, industries and
entity types) – from the point of sourcing wildlife
and wildlife products to their eventual export –
were identified.

The EWG interviewed a broad range of role players
from 19 organisations ranging from sources in
the wildlife industry, government organisations
such as the DFFE, the DPCI of the South African
Police Service (SAPS), and non-profit organisations
investigating IWT, including TRAFFIC and
Global Initiative. The interviews helped increase
understanding of the IWT supply chain and
associated financial flows in South Africa, hotspots,
product flows and transport practices. The interviews
enhanced understanding of how criminals in the IWT
value chain use the financial system or attempt to
avoid the financial system.

The research confirmed, for example, that cash is
used extensively in this trade at lower levels, and
that perpetrators include game rangers, vets, casino
staff, construction and transport industry workers, as
well as customs and other government officials. It
also revealed that payment methods and laundering
tactics become much more sophisticated further up
the supply chain.

Domestic and international banks and money
remitters registered in South Africa were surveyed
for insights into their understanding of IWT,
associated financial crimes and their existing antimoney laundering control frameworks to combat
wildlife crime.
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Increase prospects
of success in the
detection, financial
investigations and
money laundering
prosecutions linked
to IWT
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CASE
STUDY

ILLEGAL WILDLIFE TRADING:
SAMLIT helps intercept proceeds from rhino poaching
After receiving a request to assist in investigating a wildlife crime in the form of illegal trading related
to rhino poaching, the FIC initiated registration of a SAMLIT TOG.
The subject was identified via regulatory reports filed due to transactions he had made through a
personal account and at a gambling institution. The cash transactions included withdrawals and
deposits of rounded amounts, and the subject had made a cash payment towards purchasing
movable property at a vehicle dealership.
Financial analysis further revealed cash deposits received from mostly different names, as well as
electronic credit payments from several financial institutions referenced as individuals.
The funds were mostly spent on debit card purchases of over R1.6 million, and the remainder on
normal monthly expenses such as medical aid payments.
Two of the other subjects were linked to cross-border transactions in which funds mostly flowed
outwards to countries in the Far East. The case is still under investigation.
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“Criminal networks have established
a supply chain on the movement
of illegal wildlife products through
various stages, from source to
poaching, and then through
various transit points until reaching
the consumer at its destination.
Ultimately, the end-user is the enabler
of the whole chain, as the demand for
these products drives the crime and
related prices.”
EWG report on the Financial Flows
Associated with Illegal Wildlife Trade
in South Africa
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The EWG reported that wildlife products most
popularly traded out of South Africa included rhino
horn, abalone, and pangolin, with ivory being moved
through the country in transit to the East, and China
and other Asian countries representing the largest
markets.

The FIC, DPCI and financial institutions conducted a
review and analysis of three IWT cases through these
workshops. The collaborative effort allowed for cross
pollination between the private and public sectors
with the financial institutions guiding the DPCI on the
information they hold that could enhance the criminal
investigation. The DPCI, in turn, provided guidance to
the financial institutions on investigative and evidence
collection and preservation practices. Understanding
the modus operandi of the wildlife criminals allows
the financial institutions to improve their abilities to
investigate and report financial crimes.

Thanks to the work of the EWG, the indicators
available for wildlife and environmental crimes on the
FIC’s online reporting platform has been expanded
with the addition of four indicators specific to IWT.
The addition of these indicators will allow the FIC to
better identify and conduct analysis of STRs and SARs
it receives relating to wildlife crimes.

“Those were the four individual pieces of the research
that we did and then we obviously put it all in the
melting pot and we tried to come up with a toolkit
where financial institutions can take one or more of
these indicators and combine them and see what
combination leads them closest to people that
potentially may be associated with IWT,” said lead of
the EWG Gerald Byleveld, head of Investec’s Financial
Crime Compliance.

There has been a marked increase in the number
of reports filed to the FIC relating to IWT since the
launch of the EWG. The number of reports rose from
16 (2020) to 84 in 2021 while the FIC received 39
submissions in the first quarter of 2022. In addition,
there has been a notable increase in both the number
and the quality of the reports from money remitters.
Finally, private sector workshops were set up to
identify trends, profiles or typologies, as well as
transfer knowledge and foster collaboration between
the financial institutions and law enforcement.
Members of the EWG met with representatives
from the DPCI to share learnings and techniques on
conducting financial investigations and to improve
the prospects of successful prosecutions for financial
crimes alongside wildlife offences.

The collaborative nature of the working group
extended beyond South Africa’s borders with the
EWG working in conjunction with UfW in preparing
the report and creating awareness of its findings with
other jurisdictions.

CASE
STUDY

PYRAMID SCHEME:
Freezing of funds
SAPS received criminal complaints of a fraudulent scheme during December 2021 and alerted the
FIC. Several banks also filed regulatory reports to the FIC regarding the operation.
A TOG made up of public and private sector partners was launched to urgently assist in the
investigation of the scheme. As a result of the TOG, and the timeous sharing of financial intelligence,
the fraudulent scheme was identified as a pyramid scheme which displayed large financial flows.
The FIC issued directives to freeze R5.5 million held in 23 bank accounts which ultimately led to the
AFU securing R3.3 million through a preservation order.
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Founded in 2014, UfW aims to make it impossible
for traffickers to transport, finance or profit from
illegal wildlife products with impunity. UfW works
collaboratively with the transport and finance sectors,
building key partnerships with law enforcement and
NGOs, and sharing information and best practices
across the sectors and across borders.

The work of SAMLIT has been commended by
His Royal Highness, The Duke of Cambridge,
Prince William in his role as President of the Royal
Foundation’s UfW, which has supported the EWG on
illegal wildlife trade.
In a letter to SAMLIT, Prince William wrote:

Translating collaboration into results
Since publication of the EWG’s report in November
2021, the FIC has seen a significant increase in STR
and SAR submissions relating to the IWT, while
SAMLIT has formed three TOGs aimed at disrupting
illegal networks.

“This report and related
initiatives by SAMLIT and the
expert working group are great
examples of how – by bringing
the public and private sectors
together – we can deliver a
significant blow to the growing
illegal trade in wildlife that is
such a threat to our planet.
I hope other countries will
follow the leadership and
commitment shown by you and
your colleagues in South Africa,
and I look forward to our
continued partnership.”
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In a short time, two cases were successfully resolved
– one a five-year conviction for money laundering
linked to illegal rhino horn trafficking in February
2022 and the other a rhino horn case – highlighting
the effectiveness of the public-private partnership.
A sudden spike in poaching in December 2021,
where 24 rhinos were poached in 48 hours, prompted
swift response from SAMLIT members, the DPCI
and NGO partners. SAMLIT, the FIC and UfW
supported activities by the DPCI which included
increased scrutiny at airports and marine ports. The
collaboration led to 12 arrests between December
2021 and March 2022 and seizure of 78 rhino horns,
ivory and other products.
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MAKING AN IMPACT THROUGH A TARGETED APPROACH

In the 15-month period covered in this report, SAMLIT, in partnership with law enforcement agencies, delivered
unprecedented results in combating serious financial crimes or predicate offences that contribute to money
laundering or generate proceeds of crime.
The work of SAMLIT is ultimately judged by its
actions and demonstrable impact in increasing the
effectiveness of the fight against financial crime, the
central tenet of the financial sharing partnership.
Measurement of the impact and effectiveness of
SAMLIT continues to be a guiding principle to
ensure the strategic and operational targets can be
ascertained.

As this framework is still in the early phase of
implementation, the relevant data and information
will be captured over time. “As part of the
development of the indicators, SAMLIT reviewed the
approach of financial information sharing partnerships
across the globe, which have also been through this
framework development process,” said Christopher
Malan, executive manager for Compliance and
Prevention at the FIC.

In light of this, SAMLIT undertook to develop a
framework to measure its operational effectiveness.

TOGs are at the heart of delivering tangible impacts
by addressing specific financial crime investigations,
acting with speed and agility, gathering and
supplying information timeously to law enforcement
and prosecutorial authorities. In an environment
where speed is of the essence in stemming the
movement of illicit funds, timeous information supply
is crucial to helping law enforcement, prosecutorial
authorities and SARB’s FinSurv with investigations,
forfeiture and prosecution of criminals.

Twelve indicators identified as
appropriate for measuring impact:
Number of intelligence cases completed
and referred
 umber of evidentiary/forensic based
N
products issued
 umber of successful asset forfeiture
N
applications launched
 alue in suspect criminal assets
V
restrained or confiscated
 umber of laundered accounts identified
N
(previously unknown)
Number of typology reports produced
and published
Number of suspects arrested
Number of successful prosecutions
Number of cases identified in the EWGs
and transferred into working TOGs
 umber of EWGs resulting in updates to
N
national risk typologies
 rosecution and confiscation of proceeds
P
of crime increase due to SAMLIT
intelligence
 requency of South Africa risk and threat
F
review undertaken

SAMLIT | 2021/22 REVIEW

28

next

TOGs are initiated by the FIC or at the request
of any SAMLIT member where a serious financial
crime threat is identified. The TOG can also be
formed on the request of an investigation authority
to provide financial intelligence or evidence to
their investigation.

Between January 2021 and March 2022, several
matters were raised through the partnership and
logged as TOGs for follow up by the FIC and/or the
Fusion Centre.
This success was largely attributed to the
collaboration of SAMLIT members and their ability to
proactively identify suspected financial crime activities
in the transaction environment.

Some TOGs are created to provide a secure platform
for ongoing and regular exchange of information
to deal with certain serious crime threats. The
relevant SAMLIT members in the TOG frequently
communicate to identify potential incidents of
irregular financial activities.

SAMLIT has dealt with 21 TOG-related matters where
it addressed several serious money laundering and
predicate offences including fraudulent schemes,
illicit financial flows, kidnapping, the illegal wildlife
trade, procurement fraud and large-scale corruption.

The implementation of the TOGs brings about
focused collaboration between law enforcement
agencies and the financial institutions during
investigation processes.
As a result of the TOGs there is increased recognition
in the justice and security environment that
financial intelligence is important for serious crime
investigations and prosecutions of money laundering
offences in addition to the predicate offences.
TOGs often work closely with the public-public
collaborative hub, the Fusion Centre, which
includes representatives from law enforcement and
intelligence agencies. The Fusion Centre coordinates
the relationships between various policies and
legislative frameworks and facilitates the gathering,
analysis and sharing of information and intelligence
among multi-disciplinary role players.
Due to the complex nature of some investigations,
often TOGs are ongoing. This is especially true where
tax related investigations are not finalised or where
complex criminal investigations are under way. The
outstanding investigations are usually related to
aspects of evidence gathering which are unrelated to
the members of the TOG.
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59

The FIC, as the point of
connection between the Fusion
Centre and SAMLIT, facilitates
the gathering of transactional
and other data which is used
to compile intelligence reports
for use by law enforcement and
other competent authorities.
This collaboration has delivered
tangible results between January
2021 and the end of March 2022.

preservation and/or
restraint orders obtained

258

accounts identified
to have received
proceeds of crime

45

affidavits issued in support
of asset seizures and
criminal prosecution
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SAMLIT and the Fusion Centre’s
collaboration led to the preservation and
directives issued to the amount of

38

R86 million

natural persons
or entities
found guilty and
sentenced in

over the last two years

19

prosecutions

3 793

reactive and proactive
financial intelligence
reports disseminated

CASE
STUDY

CYBERCRIME:
Online pyramid scheme collapses
Thanks to regulatory reports filed by financial institutions, negative media coverage, and a request for
information from a law enforcement agency, the FIC became aware of a pyramid scheme. Financial
intelligence gathering revealed that 21 individuals and one entity were allegedly transacting with the
crime proceeds linked to the scheme.
A TOG for private and public partners was created to regularly meet and share financial intelligence
in the case. The FIC issued directives to secure some R8 million held across 54 bank accounts, which
was also subject to two preservation orders by the AFU.
Financial analysis uncovered multiple credit payments received from members of the public and that
the funds were transferred using the subjects’ own bank accounts – often among each other.
The scheme was found to be in contravention of section 37(1) of the Consumer Protection Act, 2008
(Act 68 of 2008), as it provides an alternate work scheme to members of the public.
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